
Why Everyone Should 
Care About Crappy Code
The cleanest code is the code you didn’t write
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MISRA C
A set of rules put forward by the Motor Industry Software 
Reliability Association that aims to ensure quality of C code 
used in embedded systems.

Wikipedia



Rule 12.4 (required)
The right-handed operand of a logical && or || operator 
shall not contain side effects.

MISRA-C:2004  Guidelines for the use of the C language in critical systems



93
Required Rules

34
Advisory Rules

MISRA C: 1998



122
Required Rules

20
Advisory Rules

MISRA C: 2004



Auto manufactures 
weren’t required to 
follow these rules



50%
Overlap claimed between Toyota’s 

approximately 100 coding standards and 
the MISRA C ruleset



11
MISRA C rules actually included in 

Toyota’s coding standards



7000
Violations found of 35 MISRA C rules 

found in NASA’s investigation



80,000
Violations found of all MISRA C rules 
found in Michael Barr’s Investigation



Cyclomatic Complexity
A software metric used to indicate the complexity of a 
program [through the] quantitative measure of the number 
of linearly independent paths through a program's source 
code

Wikipedia
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8 nodes
( 1 connected component * 2)
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3 Cyclomatic Complexity



Sum only even 
numbers over zero 
from a list of 
numbers





Cyclomatic Complexity: 2





Cyclomatic Complexity: 3





Cyclomatic Complexity: 4





Cyclomatic Complexity: 4



4
Cyclomatic Complexity

5
Test Cases



A cyclomatic 
complexity of over 
50 is considered 
untestable



67
Functions with a complexity over 50



A cyclomatic 
complexity of over 
100 is considered 
unmaintainable



12
Functions with over a complexity over 100
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146
Cyclomatic Complexity of the throttle angle function









80,000
Violations found of all MISRA C rules 
found in Michael Barr’s Investigation







“

”

As the general stress level rises, manual 
builds tend to be done less often and less 
well, resulting in more errors and more 
stress.
Kent Beck  Extreme Programming Explained



Bad engineering 
practices alone 
resulted in Toyota’s 
unintended 
acceleration









“

”

one unrepaired broken window is a signal 
that no one cares, and so breaking more 
windows costs nothing. (It has always been 
fun.) 
James Q. Wilson and George L. Kelling   Broken Windows







“

”

One broken window—a badly designed 
piece of code, a poor management decision 
that the team must live with for the 
duration of the project—is all it takes for a 
project to decline.
Andrew Hunt & David Thomas  The Pragmatic Programmer





Shared Code
Anyone on the team can improve any part of the system at 
any time. If something is wrong with the system and fixing 
it is not outside of scope for what I’m doing right now, I 
should go ahead and fix it.

Kent Beck  Extreme Programming Explained







1. Everyone takes 
responsibility for 
implementation 
outcomes



Shared Code
Anyone on the team can improve any part of the system at 
any time. If something is wrong with the system and fixing 
it is not outside of scope for what I’m doing right now, I 
should go ahead and fix it.

Kent Beck  Extreme Programming Explained





Red
Green
Refactor



2. Always be 
refactoring





guet









Design Pattern
Each pattern describes a problem that occurs over and over 
again in our environment, and then describes the core of 
the solution to that problem, in such a way that you can use 
this solution a million times over, without ever doing it the 
same way twice.

Christopher Alexander  A Pattern Language: Towns, Buildings, Construction



Decorator Pattern



1. Help message
2. Init Required
3. Start Required
4. Git Required



“Throw Away” Code



Technical Debt
Shipping first time code is like going into debt. A little debt 
speeds development so long as it is paid back promptly 
with a rewrite.

Ward Cunningham  The WyCash Portfolio Management System







3. Be vigilant when 
making risky 
bets





4. Split stories 
where it makes 
sense





1. Login with 
necessary error 
messages



2. Providing invalid 
error password error 
message



3. No account 
associated with 
email address



Entropy
noun

(physics) A thermodynamic quantity representing the 
unavailability of a system's thermal energy for conversion 
into mechanical work, often interpreted as the degree of 
disorder or randomness in the system.

Oxford English Dictionary





5. Any codebase 
will deteriorate 
the work is not 
done to stop it



Questions?



Thank you for 
attending. 
Goodbye.


